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PA3PABOTKA CUCTEMbI
WORDSEARCH [JIA4 3ALUTDI
KOHOUAEHLMNATIbHOU
NHOOPMALUN OT YTEYKU

KoHgpudeHyuaneHoCcmb UHOpMayuu op2aHu3ayuu uau npednpuamus A818emcs 8aX-
Hol cocmasnsawwel, U HapyweHue ee MoXem HaHecmu 3HayumersnbHoll yuep6. Ha ce2o0-
HAWHUU OeHb cywecmayem 60Jibloe KOUu4Yecmao cnocobos u Memooo8 60pbbbl ¢ ymeyka-
MU KoH@ulOeHyuanbHol uHgopmauuu. OOHUM U3 803MOXHbIX U Haubosiee 3¢hheKmuBHbIX
cnocobo8 3auyumel UHOpMayuU 3mo 8HedpeHuUe cucmembl 3aujUMsl 0mM ymeyek KOHUOeH-
yuaneHsix 0aHHbix Data Leak Prevention (DLP). B cmamee npusedeHbl 3manel paspabomku
npoz2pammsi U pe3ysabmamel GHAIU3d UHGHOPMAYUOHHO20 NOMOKA 8 KOphopamugHoU cemul.
lMpoussedeHa oyeHka pabomsl NOUCKOBbLIX AJ120pUMMO8 NOOCMPOKU 8 CMPOKAX HA Kaye-
CMmeeHHble U 8peMeHHble nokasamesnu. brnazodaps cpagHumenbHoOMy aHanusy onpeoesieHsl
c/1a6ble CMOPOHbI UCNOJIb3YeMbIX aJ120pUMMO8, a MAK 8blAB/IeHbl CNOCObbI 06X00a cucmemel
noucka. PaspabomaHsl MemoouKa ucnoas308aHus 6assl KOHGHUOeHYUATbHbIX OaHHbIX U aJ1-
20pUMM NOGCMPOYHO20 NOUCKA 8 3/1eKMPOHHbIX 00KyMeHmMax. BHeopeHue memoouku obpa-
60mKu 6a3bl UCKOMbIX OGHHbIX neped 3anyCKOM NOMOYHO20 CKAHUPOBAHUA 3HAYUME/IbHO
N0BbICUIO KAYeCMBEHHYI XapaKkmepucmuKy cucmeMbl NOUCKA U NPU 3MOM HE3HAYUMesibHO
y8es1uYusI0 8pems 8bi8aeHUA UHYuOeHmMoa. lpoussedeHa ModepHU3ayua MoOysA azeHma c
yesoto 6710KUpo8KU 0aabHelwux MaHunyaayul ¢ uHgopmayuel U nepcoHanbHoU MawuHouU
npu obHapyxeHuu uHyudeHmMos. brnazodapa 0aHHeIM 00paboOMKam NOYHUSIOCs 3HaAYUMe/lb-
HO nosbicUmeb 3¢hhekmusHoCMb paspabomarHoU cucmemsl, a UMEHHO CHU3UMb yposeHb
ymeyKu KoHpudeHyuaabHoU UuHgpopmayuu.

KnioueBble cnoBa: kopnopamueHa cems, KOHUOHYUAIbHAS UHOpMayus, ymedka
uHghopmayuu, DLP cucmema, nouck noocmpok 8 cmpoke, WordSearch, 6riokuposka nepco-
HA/1bHOU MAWUHBI.
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DEVELOPMENT

OF THE WORDSEARCH SYSTEM TO
PROTECT FROM CONFIDENTIAL
INFORMATION LEAKAGE

Confidentiality of information of the organization or the enterprise is an important compo-
nent, and its violation can cause considerable damage. To date, there are a large number of
ways and methods to combat the leakage of confidential information. One of the possible and
most effective ways to protect information is the introduction of a system to protect against
data leak Prevention (DLP). The article presents the stages of the program development and the
results of the analysis of the information flow in the corporate network. The work of search al-
gorithms of substring in lines on qualitative and temporal indexes is estimated. Due to the com-
parative analysis the weaknesses of the used algorithms are determined, as well as the ways to
bypass the search system are revealed. The method of using the confidential data base and the
algorithm of string search in electronic documents are developed. The introduction of the tech-
nique of processing the database of the required data before the launch of line scanning sig-
nificantly improved the quality of the search system and thus slightly increased the time of inci-
dent detection. Upgrading module agent to block further manipulation of the information and
personal machine upon detection of incidents. Thanks to these improvements it was possible to
significantly improve the efficiency of the developed system, namely to reduce the level of leak-

age of confidential information.

Keywords: corporate network, confidential information, information leak, DLP system,
search for substrings in the string, WordSearch, lock the personal machine.

B HacTosAwee BpeMa OAVH 13 BO3MOXKHbIX U
Haunbonee 3pPeKTUBHbIX CNOCOOOB MOHUTOPUH-
ra MHGOPMALMOHHOTO MOTOKA NPEeanpuATUA U
MeTOA0B 60pbbbI C AENCTBUAMM 3MT0YMbILLNHN-
KOB fAIBNIAIOTCA CUCTEMbI 3aLUMTbl OT yTeYEK KOH-
dumaeHUmanbHbIX AaHHbIX Data Leak Prevention
[1; 2]. Nopg DLP cuctemon noHMMaloT TEXHOOMNn
npenoTBPaLLEHNA YyTeueK KOHOUAEHLMANbHON
UHPopMaL KM 13 MHGOPMALIMOHHON CUCTEMDI, A
TakXe MporpaMMHble UAM MNpPorpamMmMHoO-anmna-
paTHble KOMMJIeKCbl As NpefoTBpaLleHma pas-
JINYHBIX BUAOB yTeyek nHopmauun [3; 4].

OG6Hapy»keH1e 1 6GNOKMPOBKA Nepeaauu NH-
dopmaLmm 13 KOpHopaTUBHOWM CUCTEMbI B CETb
OCYyLLIeCTBAAETCA NyTeM NPUMEHEHNA pAJa CTaH-
JApPTHBIX GYHKLMI, @ UMEHHO:

— GuNbTpaLMa MHTEPHET-TPAdUKA, NHbIX UH-
$OpPMaLMIOHHBIX MOTOKOB;

— aHanM3 KOHTEeHTa MO MNpeaBapuUTenbHO
YCTaHOB/IEHHbIM KJTIOYEBbLIM CJIOBaM, Onpefe-
NEHHbIM BbIPAXXEHVAM, «OLUMPOBAHHBIMY [OKY-

MEHTAM, yUnTbIBas COBOKYMHOCTb BCEX 0OCTOA-
TenbcTB [5].

Paspa6oTtka cuctembl WordSearch

O6Hapy»eHre KOHPUAEHLMANbHON MHOpP-
Mauumn B DLP cuctemax peanusyetca 3a cuer
NPUMEHEHNA COBOKYMHOCTM METOAO0B MOMCKa
CNOB N CNNOBOCOYETAHUI NO C/IOBApIO N CUHTAK-
CUYeckoro pasbopa TEKCTOBbIX CTPOK Mo ¢pop-
Manm3oBaHHoMy WwabnoHy (WordSeach).

OcHoBHble anropuTtmbl WordSeach ncnonb-
3yemble BO MHOrux DLPcuctemax:

1) NNHENHbIN NOWCK;

2) nonck [. KnyTa, . Mopuca n B. lNMpatTa
(KMIT - nowck);

3) Nowuck P. bonepa n . Mypa (BM-nowuck);

4) HeueTKnin NOWCK B TEKCTe.

Ha ocHoBe nepBbix Tpex, NpuUBeAeHHbIX
BbllLE, aJITOPUTMOB MONCKa pa3paboTaHo nNpu-
NIOXKeHNe, KOTOpOoe MPOU3BOAUT MOUCK MOA-
CTPOKW B npepctaBiieHHOM TekcTe (puc. 1). C
MCMNOIb30BaHNUEM OAHHOMO NPUIOXEHUA NpPO-
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n3BefEeH CPaBHUTENbHBIV aHaNW3 afNropuTMOB
noucka.

Mpu peanusaymm nNpocToro noucka (6pyT)
ObINN OCyLLecTBeHbl AOPabOTKN KCMONb30Ba-
HUA 6Ga3bl.

Tposepremsilt Gaitn

@ Byt

nonck ¢ B

nowck Gasoit 663 sHaKos
nonck ME Ges sHakos
noumck Gasoi U3 OTAENEHE
sce MeTomky GpyTa

(@ Anropumv Goviepa-Mypa

@) Anropurma MKI

@ Tpumetona

Puc. 1. CtapToBOE OKHO pa3paboTaHHOro NPUIOXKeHUsA
INA MOUCKa NOACTPOKM B TEKCTE

B pe3synbTaTe TeCTMPOBaHNA KaXZoro MmeTo-
[a BCe OHW MOKa3asnu JOCTaTOYHO BblCOKME pe-
3ynbTaTthl Noncka. M3-3a oTcyTCTBUA pa3HOPOA-
HOWM MHTepnpeTaunn 6asbl NCKOMOW NHPOpPMa-
umm metogbl KMIM n BM nokasanu pesynbraTbl
HXe yem y metofa «bpyTa». NMocne gopaboTku
KMI n BM meTogoB, nponsBefeHa oueHKa Bpe-
MEHHOrO nokasaTtesia KaXgoro anropmtma. B ka-
yecTBe TeCTOBOrO TeKCTa MCMONb30Bann TeKCT
anvHHonm 10002 cumBona. XapakTepucTuKm
CTeHAa, Ha KOTOPOM NPOBOAUSIOCH TeCTMPOBa-
Hue: CPUAthlonx4 640, O3Y 4Gb, Windows
10(32-bit) Pro. Pe3ynbTtaTbl TeCTUpPOBaHUs npea-
CTaBJieHbI B BUAE TabNuLbl.

Mocne popaboTKM MeToAoB anropuTtm boie-
pa - Mypa nokasan Haunyuwiee Bpems BblNos-
HeHMA NOCTaBNEHHON 3aJayn NonCKa.

Bpems pa6oTbl anropuTMoB NouncKa
Npu pasnnyHoiA ANIVHE NCKOMOIA MOACTPOKMN

Bpems BbinonHeHusA(Mc)

Anroputm OnuHa OnuHa Anvnxa
<10 <100 <250
bpyT 15 93 234
KM 5 30 50
BM 31 31 32

MNpon3BoanTenbHOCTb BCeX KCCegyeMblxX
anropuTMOB MOKCKa NpeAcTaBfieHa B rpadumye-
CKOM BUfe Ha puc. 2.

B cBA3M C MHOXeCTBEHHbIMM MoMnpaBKamu
no 6a3e UCKOMbIX CTPOK M3-3a UCKaXKeHUs UC-
cnefyemoro TeKCTa, Takoro Kak 3ameHa Oyks,

250

200

150 +

Nunesingiii
100 4 —HMT
——EM

50

Kon-so
Dacs CHMBONOB
a 50 100 150 200 250

Puc. 2. Npon3BoanTeNbHOCTb aNrOPUTMOB NOKCKA

nepecTaHoBKa U pa3pbIB C/IOB U T. M., Hanbonee
3 PeKTUBHBIM 1 ObICTPOAENCTBEHHDII METOAOM
nokasan cebsa meTop HeuyeTKOro rnoucka. Anro-
PUTMbl HEYETKOFO MOWCKA NPUMEHAOTCA B TeK-
CTOBbIX pefaKkTopax Ansa nposepKku opdorpa-
bu1n 1 Bo BceM M3BECTHBIX MOUCKOBbIX CUCTEMAX.
Mpumepom paboTbl Tako GYHKUMM ABRAETCA
BbIBOJ, COObLLEeHMA Nosb30BaTeso Npy 3anpoce
B MOUCKOBON cucteme «BO3MOXHO, Bbl MMenu
BBMAY...». HO KaK 1 ocTanbHble anropuTmbl 3TOT
ANropuTM MOXXHO 000ITH, MO3TOMY HeobXxo1Mma
fopaboTka moaynen o6paboTKM CKaHMPOBAHMSA
nepep NosiHbIM BHEPEHVE afiropUTMa HeYeTKo-
ro rowvcka B cucTemy.

B pa3paboTaHHOM NpUNoXeHUY peann3oBa-
Ha OGNOKMPOBKa MepPCOHANbHOrO KOMMboTEPA
COTpYLHMKA B Cjlydyae OOHapy»KeHUs coBnage-
HuiA. Mpy 06HapyKeHMN NCKOMbIX dalinos byaet
Npov3BeeHO OTKIIOUYEHME CETEBbIX NOAKIOYe-
HWIA, @ TaK e 6/IOKMPOBKA MbILWKY U KNaBuaTy-
pbl. Mpy 3TOM Ha 3KpaHe BbI3OBETCA OKHO C
npegynpexaeHnem o HalieHHbIX COBMafeHNAX
(pnc. 3).

Puc. 3. YBenomneHne o HalieHHbIX COBMaeHMAX

[aHHas OGnOKMpPOBKa CHMMAETCA MepCoHa-
JIOM OTBETCTBEHHbIM 3a paboTy faHHoro MO (co-
TPYyOHUKK oThena 6e3onacHocTy). [na cHATUA
6OKMPOBKM HEOOXOAUMO YKasaTb B Mporpam-
Me, Kakoll KomOMWHauueln KnaBul OHa OypeT
NPOn3BOANUTbLCA.

3aknyeHne

C ucnonb3oBaHreM pa3paboTaHHOrO Hamu
NPUIOXKEHUA Npou3BeAeHa oLeHKa paboTbl an-
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ropuTMOB NMOWCKa NOACTPOK B CTPOKe. [pn 3ToM
BbIAABJIEHO, YTO 3HaA aJiITOPUTM KaxJoro MeToaa,
3M0YMbILLSIEHHNK MOXeT obownTtn DLP-cuctemy.
B pesynbTtate nposeieHHOro aHanu3sa caenaHbl
cnegyiouime BbiIBOAbI:

1. Heobxoaumbl paspaboTka 1 co3gaHne Ho-

CTbto PabOTbI, @ TaK e YUETOM HeJOCTaTKOB YKe
N3BECTHbIX afirOPUTMOB.

2. DLP cnctema He ABnAeTcA AOCTAaTOYHOWM
3aLMTON OT yTeukn nHGopmaLmnmn, No3ToMy He-
06X04MMO CMOMb30BaHKe KOMMIeKCa CUCTEM 1
OpraHM3aumnoHHbIX Mep.

BOro anropmtma noncka c onTMManbHoOM CKOpoO-
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